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of all designated States or for the purposes of the United States of America: in such case, write "Continuation of Box No. II " or 
"Continuation of Box No. HI" or "Continuation of Boxes No. II and No. Ill" (as the case may be), indicate the name of the 
inventor (s) and, next to (each) such name, the State(s) (and/or. where applicable. ARIPO. Eurasian, European or OAPI patent) for 
the purposes of which the named person is in ventor; 
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and indicate for each further agent the same type of information as required in Box No. IV; 
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or if, in Box No. V, the name of the United States of America is accompanied by an indication "continuation" or "continuation- 
in-part ": in such case, write "Continuation of Box No. V " and the name of each State involved (or OAPI), and after the name of 
each such State (or OAPI), the number of the parent title or parent application and the date of grant of the parent title or filing 
of the parent application; 

(vi) if, in Box No. VI, there are more than three earlier applica tions whose priority is claimed: in such case, write " Continuation of 
Box No. VI " and indicate for each additional earlier application the same type of information as required in Box No. VI; 

( vii) if, in Box No. VI, the earlier applica tion is an ARIPO application ; in such case, write " Continua tion of Box No. VI ", specify the 
number of the item corresponding to that earlier application and indicate at least one country party to the Paris Convention for 
the Protection of Industrial Property for which that earlier application was filed. 

2. If, with regard to the preca utionary designation sta temen t contained in Box No. V.the applicant wishes to exclude any State (s) from 
the scope of mat statement: in such case, write " Designation (s) excluded from precautionary designation statement " and indicate the 
name or two-letter code of each State so excluded. 

If the applicant claims, in respect of any designated Office, the benefits of provisions of the national law concerning non-prejudicial 
disclosures or exceptions to la ck of novelty: in such case, write "Sta tement concerning non-prejudicial disclosures or exceptions to lack 
of novelty " and furnish that statement below. 



Statement concerning non-prejudicial disclosures or exceptions to lack of novelty 

Documents disclosing the present invention were stolen on 14.12.98. The theft was reported to 
the police and a statement taken (police statement no. K3221 78-98 ). 

We request all of the designated Offices to consider that any disclosure as a result of this theft to 
be considered to be a non-prejudicial disclosure as provided for under their national laws. 
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Invention Disclosure: Distributed IP Service 



Based on: : LT/SU-94:5227 "Guide For Inventors": 
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11 Name of the InnvenBttSonn 
Distributed IP-Services 



2 lBnveniitor(s) 



ERA/RM/T Goran Hansson 
ERA/RM/T ArneLundbSck 



3 Backgromunidl 

The Cello 2 platform is equipped with a central processing resource called the 
main processor cluster (MPC) that is built out of a number of cooperating main 
processors (MPs). Each MP is equipped with an Ethernet interface and a switch 
port interface, the latter connecting the MP to the space switch that all Cello 
boards are connected to. 

A Cello based node is also typically equipped with a number of ET-boards 
interfacing ATM links. These ET-boards are also connected to the switch in the 
same manner as the MPs. 

Requirements put on Cello states that Cello shall contain IP-router 
functionality. The Cello platform shall support IP over Ethernet and IP over 
ATM. This means it shall be possible to connect to the router via IP-links 
carried either on Ethernet interfaces on th MPs or ATM-interfaces on the ETs. It 
shall also be possible to connect external IP-based equipment to a node by 
utilizing both type of interfaces. 

Each node shall have one (1) IP-address for all applications, e.g. HTTP, 
Telnet, Corba, SNMP, FTP etc. An application is always hosted by the MPC. 

The MPC mechanisms will in case of a processor fault move any service 
executing on the faulty processor to another processor with the goal to maintain 
executing of that service. THis willl also apply to IP-applications. 

Most of the components described in this disclosure are expected to be 
delivered by ENEA/OSE-Delta System. ERA/RM has put requirements on 
these components in order to get the needed functionality according to Cello 
requirement specifications. 
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In a niulti processor system each processor has an IP-address closely tied to the 
HW and Ethernet interface of that processor. The processors will together form 
an LAN. IP-traffic will be routed to/from these processors either by a dedicated 
router connected to the same LAN or by one of the processors of the LAN 
running special router SW. 

Each processor has its own set of applications (called management services 
in Cello). Therefore the applications get the addresses that is assigned to the 
processor. 



5 Problem 

It is not desirable to apply the common approach to Cello due to the cluster 
ideas of the MPC. The cluster appears to an external viewer as well as for 
apllication SW executing in the cluster environment as one single processing 
resource. The fact that the cluster actually consists of several processors is only 
known by the control system. 

Therefore Cello must implement mechanisms that: 

* can handle IP-applications on different processors all having the same 
address, 

° ensures the presence of a router always connected to all IP-links defined 
for the router, i.e. the router function shall be tolerant against processor 
failure, 

° makes the Ethernet interfaces of the MPs exchangeable; i.e. one shall 
not consider which processor that is hosting the service one want to 
access when selecting Ethernet interface to connect the MS to, 

° makes it possible to reach any IP-application by using ATM transport, 
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disregarding hosting processor. 



6 Solution 

The solution has three parts: 

Distributed socket interface enabling management service SW to access 
the single IP-stack of the node from any processor. 

• An Ethernet interconnect mechanism will pass all Ethernet frames, no 
matter which interface that receives them to the same router port in one 
copy. An IP-packet addressed to an host of the LAN shall be sent on the 
LAN in one copy. 

• An active and standby router together with mechanisms that 
automatically redirect attached IP-links (socket, ATM, Ethernet) in case 
of a redundancy switch over. 
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The principle over how these functions relates to eaclrother is shown bellow: 
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IP-application 
Distr. socket 

Router 



Ethernet 
interconnect 




Distributed socket 

The distributed socket mechanism consists of one part (distributed part) located 
to the processor where the management service is running and one part (central 
part) located to the processor which hosts the IP-layer (router). The data 
transport through the socket between these parts is carried by OSE-Deltas link 
handler. 
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Mgrnt. servi 




Link handler Centr. 




Router 



MP1 



MP2 



The distributed part contains mainly the TCP/UDP state machine and socket 
primitives according to Berkley standard socket. The management service 
behave in relation to this part in the same way as towards a normal socket. 

In case of a failure of MP1 Cello will ensure that the management service is 
restarted on MP2 or any other processor of the MPC. The management service 
will then bind to the distributed part on that processor in the common manner. 
(The distributed part is present on all processors, including the one hosting the 
central part.) 

The main part contains IP-adaption and a table with all used TCP/UDP ports 
and their localization (hosting processor), The IP-header is handled by this part. 
The main part also supervises all processors that hosts an active management 
service (i.e. has a used port). 

In case of failure of a service hosting processor, the central part will remove 
corresponding entries from its table and stop supervising that processor. 

If the processor hosting the central part itself fails, the central part will be 
started on a new processor (the one hosting the standby router) and will then 
attach to all used ports in the MPC and fabricate a new table on that processor 

Inventor:. Date:. 
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(as an alternative, it is possible to replicate the taW from the active router 
processor, to the standby while maintaining the table on the active processor). 

Ethernet Interconnect (Needs farther investigattionn) 

Also the Ethernet interconnect mechanisms consists of a central and distributed 
part which uses OSE-Delta's link handler to communicate with each other. 




Ethernet if. 



MP1 , MP2 

The distributed part handles the Ethernet frames and forwards the payload of a 
received frame to the central part and/or assembles payload received from the 
central part into a frame and forwards it to the interface. The distributed part is 
tied to the physical interface. [How is the ARP protocol handled?] 

The central part is responsible to detect if more than one MP are connected 
to the same LAN. This can be achieved by sending "management packages" on 
the LAN and detect on which interface they will appear. The central part shall in 
those cases pick one of the interfaces to be the active one and only forward the 
user packets to the distributed part tied to that interface. If only one MP is 
connected to the LAN the central part forwards the packets to all interfaces. [Do 
the central part need to remove duplicated received packages?] 
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The router works in a context of several types of connected links: Ethernet 
interconnect central part, distributed socket central part, and adoptions to ATM 
links (RFC1483). 

MP . BP 



Router 



Distr. Socket ^ 



centr.part. 




Eth. Interconn. 



RFC 1483 




ET-board 





link 



In case of processor failure of the MP hosting the active router, the following 
scenario takes place: 

1 ) The standby router on another MP is activated. 

2) The central parts of distributed socket and Ethernet interconnect will be 
activated on the same processor as the standby router as described in 
corresponding sections. 

3) The RFC 1483 process will be moved by activating Cello's cluster 
mechanisms. The ATM link from the ET-board will be moved together 
with the process to the same processor (i.e. the standby router 
processor). 

4) The RFC 1483 will re-attach to the router on the new processor by 
utilizing mechanisms in interface A according to specification by OSE- 
Delta. 

5) The standby router will start collecting routing data from the network in 
order to re-build its routing table [Alt. The standby router will reuse the 
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routing table maintained by the active router. J 



7 Merits of the Innveptnonn 

Cello will with this invention gain an MPC that behave like a cluster regarding 
the IP-services of Cello. The main idea is to make the MPC look like a single 
processor (compare with a workstation). The benefits are: 

° The MPC will have one IP-addresses that addresses all management 
services of the MPC no matter which processor that currently hosts the 
different services. 

° Management service programmer does not have to be aware of the 
different processors, he will merely create and bind to a socket in the 
common way and do not need to consider questions regarding program 
localization. 

° Each individual Ethernet interface will be usefiil when connecting 
external LAN to a Cello node. 

° It is possible to connect more than one Ethernet interface to the same 
LAN which may be desirable considering robustness aspects. 

° It will always be routing functionality present in the Cello node. 

8 Enncllosmiires 



9 Claims Proposafl 
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CLAIM 



1 . A system, 

characterised in that said system includes means 
for telecommunication . 



